Iegarornyeckum padoTHUKAM 00 HH(POPMAUOHHOM
0e30macHOCTH

Korpa peup 3axoaur 00 HMH(OpMAMOHHON 0€30IacCHOCTH, OOBIYHO Mbl HAauYHMHAEM
IyMaThb O KOMIIBIOTEPAx, CETAX, MHTepHeTe M Xakepax. Ho st oOpa3oBaTenbHOW cpebl
pobJemMa CTOUT HIMPE: B OIpakI€HUH ydallerocs oT MHGOpMaIuu, KOTopas MOKeT HETraTUBHO
MOBIUATH Ha €ro (QOpMHpPOBaHHME U pa3BUTHE, TO €CTh O TMpOMNaraHae pazIuuyHON
HaNpaBJICHHOCTH.

IMonsitne MHPOPMALMOHHOM 0€30MIACHOCTH

ITon nupopMamoHHONW 6€30MaCHOCTBIO TOHUMAETCS 3aILUIIEHHOCTh HHPOPMALIMOHHOM
CHCTEMbl OT CIy4ailHOr0 WM MPEIHAMEPEHHOTO BMEIIATEIbCTBA, HAHOCSIIErO yIepo
BJIaJIEJIbLIAM WJIH 110JIb30BATENAIM HH(DOPMALUH.

Ha mpakTuke BaKHEUIITMMH SIBJISIFOTCSI TPH aCIIeKTa HH(POPMAIIMOHHOHN 0€301acHOCTH

e IOCTYIHOCTh ~ (BO3MOJKHOCTH 32  pa3yMHO€ BpeMs  [OJNy4yuTb  Tpedyemyro
MH(OPMALIMOHHYIO YCIIYTY);

e IIEJIOCTHOCTh (aKTYaJIbHOCTh U HEMPOTHBOPEUUBOCTh MH(POpPMALIMHU, €€ 3aLUILEHHOCTb
OT pa3pyLICHNUs U HECAaHKIIMOHUPOBAHHOI'O U3MEHEHHUS);

e KOH()UCHIIMATBHOCTD (3aIIUTa OT HECAHKIIMOHUPOBAHHOTO MIPOYTEHHUS).

Hapymienust 10CTyNmHOCTH, LIETOCTHOCTH M KOH(UIECHIMAIBHOCTH MHPOPMALUH MOTYT
OBbITh BBI3BAHBI PA3IUYHBIMU OMACHBIMU BO3JIEHCTBUSMU Ha MH(OPMAIIMOHHbIE KOMITbIOTEPHbIE
CUCTEMBI.

OcHoBHbIE YTpo3bl HH(GOPMAIIMOHHOI 0€30MaCHOCTH

CoBpeMenHasi WHGOPMAIIMOHHASI CHUCTEMa MPEJCTaBIseT COOOW CIOXKHYIO CHCTEMY,
COCTOSIIYIO U3 OOJBIIOrO YMCIIa KOMIIOHEHTOB Pa3IMYHOM CTENEHH aBTOHOMHOCTH, KOTOPBIE
CBSI3aHBI MEXIY COO0H M OOMEHHMBAIOTCS JaHHBIMU. [IpakKTHYECKH KaXKIbIii KOMIOHEHT MOKET
MOJIBEPTHYThCSI ~ BHELIHEMY  BO3JCHCTBHIO WM  BBIATH U3 cTposi.  KoMIOHEHTHI
aBTOMATH3MPOBAHHOW WH(POPMAIIMOHHON CHCTEMBI MOJKHO Pa30MTh HA CIIEAYIONINE TPYIIITHI:

Annapammuple cpeocmea. OTO KOMIIBIOTEPbl MU UX COCTaBHbIE YacTu (TPOLIECCOPBI,
MOHHUTOPBI, TEPMHUHAJIbI, NepUpEepUuiiHble YCTPOWCTBA — NPHUHTEPHI, KOHTPOJUIEPHI, KaleiH,
JIUHUM CBSI3U U T.11.);

Ilpozpammnoe obecneuenue. 10 NpuoOPETEHHBIE IPOTPAMMBI, UCXOIHBIE, OOBEKTHBIE,
3arpy304Hble MOJYJIM; ONEpPAIMOHHBIE CHCTEMBl W CHUCTEMHBIE MPOrpaMMbl (KOMIHJISATOPHI,
KOMIIOHOBIIMKH U Jp.), YTHINTBL, AUArHOCTUUECKUE TPOrPaMMBbl U T.J.;

/lannsle, XpaHuMble BpDEMEHHO M MIOCTOSIHHO, HA JUCKaX, (pidIIkax, nmeyaTHble, apXuBH,
CHUCTEMHBIE )KypHAJIbl U T.11.;

Ilepconan. Tlonb30BaTeny, CUCTEMHBIE AIMUHUCTPATOPHI, TPOIPAMMHUCTHI U JIp.

OmacHble BO3IEHCTBHS Ha KOMIBIOTEPHYIO HMH()OPMAIIMOHHYIO CHCTEMY MOXHO
MOApA3JeNUTh HA CIIydalHble W IpeAHAMEpPEHHbIC. AHaIM3 OIbITa POCKTHPOBAHMS,
W3TOTOBJIEHUSI M AKCIUTyaTalliM HH(OPMAIMOHHBIX CHCTEM IIOKa3bIBaeT, 4TO HHQOpMAaIus
MIO/IBEpraeTcs pa3jaudHbIM CIy4YailHbIM BO3JEHCTBHUAM Ha BCEX 3Talax LMKIJIA )KU3HU CHCTEMBI.
[IpuunHamu ciydaliHbIX BO3JEHCTBUI MPU SKCIUTyaTalli MOTYT OBITh:

e aBapUilHbIE CUTYAIIUH U3-32 CTUXUIHBIX O€ICTBUM U OTKIIOUEHHUH IEKTPONUTAHNUS;
e OTKa3bl U cOOM anmapaTypsl;

e OIIMOKHU B MPOTPAaMMHOM OOECTIEYEHUH;

e OLIMOKY B paboTe MepcoHaa;

e TIOMEXU B JINHUAX CBSI3U U3-3a BO3JEHCTBUM BHEIIHEN CpEBI.



HpeZ[HaMepeHHLIe BOSZ[GP’ICTBPIH — OTO MCJICHAIIPABJIICHHBIC HeﬁCTBHH HapymuTeJIA. B
Ka4C€CTBC HAPYIIHUTCIIA MOT'YT BbICTYIIATh cnymamnﬁ, MOCCTUTCJIb, KOHKYPCHT, HACMHUK.

JelicTBus HapylIUTENIs MOTYT ObITh 00YCJIOBJIEHBI Pa3HBIMU MOTHBAMM:
* HEJIOBOJIBCTBOM CIIY’KAIIETO CBOEH Kapbepo;
® B3SATKOI;
e JII0O0OTIBITCTBOM;
e KOHKYpEHTHOU OOpBHOOIL;
e CTPEMJICHHEM CaMOYTBEPAUTHCS OO0 IEHOM.

MOXHO COCTaBUTh THIIOTETHYECKYIO MOJIEIb MOTEHIIUATBLHOTO HAPYLIUTES:
o KBATM(UKALIMS HAPYIIUTENSI HA YPOBHE pa3paboTurKa TaHHOW CHCTEMBI;
e HAPYIIUTEIEM MOXXET OBITh KaK MOCTOPOHHEE JIMIO, TaK M 3aKOHHBIM IOJIB30BATENb
CUCTEMBI;
e HAPYIIUTEIIO U3BECTHA MH(OPMAIUS O MPUHIUIIAX PAOOThI CUCTEMBI;
e HApYIIUTENb BbIOMpaeT Hanbosee ciaadoe 3BEHO B 3alllUTE.

HauGonee pacnpocTpaHEeHHBIM M MHOTOOOPA3HBIM BHJIOM KOMITBIOTEPHBIX HapyIICHHH
SBJISIETCS HECAaHKIIMOHUPOBAHHBIHN 10CTYI. HecaHKIIMOHUPOBAaHHBIIN 1OCTYI UCHIOIB3YET JHO0YI0
omKOKY B CHCTEME 3alMThl U BO3MOXKEH NPH HEpaAIMOHAIFHOM BBIOOpE CPEACTB 3aIUTHI, UX
HEKOPPEKTHOM YCTAHOBKE M HACTPOMKE.

[TpoBeneM kinaccupUKAMIO KaHAIOB HECAHKIIMOHMPOBAHHOTO IOCTYIA, MO KOTOPHIM
MO>KHO OCYILIECTBUTH XUIIIEHUE, U3MEHEHHE WM YHHUUTOKEHNE HHPOpMALUU:

Yepes uenosexa:

e XUIIIEHUE HOCUTeNel nHbopMaluy;
e UTEHHE MHPOPMALIUHU C SIKPaHA WIN KIaBHATYPHI;
e yTeHHE UH(POPMALIUU U3 PACTICUATKH.
Yepes npozpammy:
e IIEpEXBaT MapoJiei;
o nemudpoBKa 3amuppoBaHHON HH(OPMAIHH;
e KOMMPOBaHUE UHPOPMAIUHN C HOCUTETIS.

Yepes annapamypy:

e TIOJIKIIIOYEHUE CHENHAIbHO pa3pabOTaHHBIX alMapaTHBIX CPEACTB, 00ECHEUMBAIOIINX
JOCTYI K MH(OpMaIny;

e TIEpeXBaT MOOOYHBIX JJIEKTPOMATHUTHBIX HM3IYYCHUU OT ammapaTyphl, JUHUNA CBS3H,
ceTel IEKTPOIIUTAHUS U T. 1.

Oco00 criemyer OCTAaHOBUTBbCS Ha yrpo3ax, KOTOPBIM MOTYT IOJIBEpraThCs
KOMIbIOTepHBIE ceTh. OCHOBHAs 0COOEHHOCTH JII000H KOMIBIOTEPHOM CETH COCTOUT B TOM, UTO
€€ KOMIIOHEHTHI pacIpe/ieleHbl B mpocTpaHcTBe. CBsA3b MEXKIY y3JIaMH CETU OCYIIECTBIISETCS
(U3NYECKH C TOMOIIBIO CETEBBIX JMHUK M MPOTPAMMHO C IMOMOIIBI0O MEXaHHW3Ma COOOIICHHH.
[Ipu sToM ympaBisomMe COOOIIEHUS M JaHHBIE, TEpechUIaeMble MEXAY Y3JIaMU CeTH,
nepearoTcs B BUJE NMAaKeTOB oOMeHa. KoMIbIoTepHBIE CeTH XapaKTEPHBI TEM, UYTO MPOTUB HUX
MpEeANPUHUMAIOT TaK Ha3bIBaéMble YAalleHHble aTaku. Hapymmrens MOXKeT HaXOAWThCA 3a
TBICSYM KHJIOMETPOB OT aTaKyeMOro OOBEKTa, IPU ITOM HAaIaJeHHI0O MOXXET MOJBEPraThCs HE
TOJIbKO KOHKPETHBIM KOMIIBIOTEP, HO M MH(OpMaLus, MepeAarolasics Mo CETeBbIM KaHajlaM
CBSI3H.

Oobecneuenue MHPOPMALMOHHON 0€30MACHOCTH

dopMupoBaHue pexxuMa HHGOPMAIIMOHHONW 0€30MacHOCTH — MpoOJieMa KOMIUICKCHASI.
Mepsl 110 €€ pelIeHNI0 MOXKHO MOAPA3/eIUTh Ha MATh YPOBHEH:

1. 3akonooamenwvuwlii . ITO 3aKOHBI, HOPMATUBHBIE AKTHI, CTAHJAPTHI U T.II.

HopmartuBHo-mipaBoBas 6a3a onpenessronas mopsIoK 3amuTsl HHOOpMaIiH:

2. Mopanvno-smuueckuii. BceBo3M0OKHbIE HOPMBI MIOBEJICHUS, HECOOJIIOJIEHUE KOTOPBIX
BEJICT K Ma/ICHUIO TPECTHKa KOHKPETHOTO YeJIOBEeKa MM LIEJION OpraHu3alny.

3. Aomunucmpamuenutii. JleiictBus o0m1ero Xapakrepa, MpEeAIPUHUMAEMbIE
PYKOBOJCTBOM OpTaHU3AIHH.



Takumu JOKyMEHTaMH MOTYT OBITh:
e IPUKA3  PYKOBOIMTENS O HAa3HAYCHHWH  OTBETCTBEHHOTO  3a  oOecrieueHue
nH(pOPMaIIMOHHOK OE30MaCHOCTH;
e JIOJDKHOCTHBIE OOS3aHHOCTH OTBETCTBEHHOTO 3a obecriedeHue WHGOPMAIMOHHOM
0e30MMacHOCTH;
e TIEpEYEHB 3aAIUIIAEMBIX HH)OPMAITMOHHBIX PECYPCOB U 0a3 TaHHBIX;
e UHCTPYKLHIO, ONPEIENIAIONIYI0 TMOPSAJOK MpPeAOCTaBIeHUs] HH(OpPMALMM CTOPOHHUM
OpTaHU3aIUAM TI0 HX 3aIpocaM, a TaKKe 10 IpaBaM JIOCTyIa K Hel COTPYAHUKOB OpTaHU3aIUH.
4. @uzuueckuil. MexaHUYeCcKe, 3JEKTPO- U AIEKTPOHHO-MEXaHUUYECKUE MPETSITCTBHS
Ha BO3MOXKHBIX ITYTSIX IPOHUKHOBEHHS MTOTCHIIUAILHBIX HAPYIIUTEIICH.
5. Annapammno-npozpammnstii (3JI€KTPOHHBIE YCTPOWCTBA U CIIEIUAIIBHBIC TPOTPAMMBI
3aIuThl HH(pOpPMaLIUN).

[TpunsiThIE MEPHI 110 CO3/1aHKI0 O€30MaCHON HHPOPMAIIMOHHON CHCTEMBI B LIIKOJIE:
e ObGecrieyeHa 3anuTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX BO3JEHCTBUIL
(KOMIBbIOTEPHBIE BUPYCHI, IOTHYECKHE OOMOBI, aTaKi XaKepoB U T. [1.)
e YCTaHOBIIEH CTPOTHA KOHTPOJbh 3a JJICKTPOHHOW IOYTOW, OOecmeueH MOCTOSHHBIN
KOHTPOJIb 32 BXOASIIEH U UCXOAAIIEN KOPPECTIOHICHITUEH.
e YCTaHOBIIEHBI COOTBETCTBYIOIIME AP0 Ha epcoHanbHble 11K,
e Vlcnionb30BaHbl KOHTEHT-QPUIBTPBI, A QUIBTPALMM CAHTOB IO UX COAEPKUMOMY.

EnnHasi COBOKYITHOCTh BCEX ATHX Mep, HAIllPaBICHHBIX Ha MPOTHBOICHCTBUE Yrpo3am
0€30MaCHOCTH C IENbI0 CBEIEHUS K MHHUMYMY BO3MOXHOCTH yuiepOa, o0pa3yloT CUCTEMY
3aIHTHI.

CrnenuanucTbl, WMEIOMIME OTHOLICHHE K CHUCTEME 3allUThl JOJDKHBI IOJHOCTHIO
NPEACTaBIATh ceOe NPUHIUNBI ¢ (QYHKIUOHUPOBAHHWS ¥ B Cilydae BO3HHUKHOBEHUS
3aTPYAHUTENIBHBIX CHUTyallMd aJeKBaTHO Ha HHUX pearupoBarh. I[log 3amuTol mODKHA
HaxOJIMUThCS BCS CHCTEMa 00pabOTKH MH(OpPMAITUH.

Jluma, 3aHuMaromuecs odecriedeHneM HHHOPMAITMOHHONW 0€30IaCHOCTH, TOJIKHBI HECTH
JMYHYIO OTBETCTBEHHOCTb.

Hanexnas cuctema 3amuThl JOJDKHA OBITH MOJHOCTBIO MTPOTECTUPOBAHA M COTJIACOBAHA.
3ammra CTaHOBHUTCS Oosiee dPPEKTHBHOM M THOKOM, €CIIM OHA JOMYCKAaeT M3MEHEHHE CBOUX
apaMeTpOB CO CTOPOHBI AIMHUHHUCTPATOPA.

B 3akirodeHue cBOEro JOKIaja XOTEJIOCh OBl JIaTh HEKOTOPHIE PEKOMEHIAIUH 10
opranu3anui paboTbl B MH()OPMALMOHHOM NPOCTPAHCTBE, YTOOBI yOepeub ce0si M CBOUX
OJM3KHUX OT MHTEPHET-MIPECTYITHUKOB.

Pexomenganuu no opranu3anuu padorbl B MHPOPMALUOHHOM NMPOCTPAHCTBE

1. Ilepen Hauanom pabOThI HEOOXOIUMO YETKO C(HPOPMYIUpPOBATH LIEIb U BOINPOC MOUCKA
MH(}OpPMALINH.

2. XenarenbHO BBIPaOOTAaTh ONTHUMANBHBIM aNTOPUTM TIOUMCKAa HHGPOpPMAIMM B CETH
WHTepHeT, 9TO 3HAYUTEIHHO COKPATUT BPEMS M CHITBI, 3aTpayeHHbIC Ha TIOUCK.

3. 3apaHee yCTaHOBHUTb BpeMEHHBIH JUMHUT (2 — 3 yaca) paboThl B MH()OPMALMOHHOM
MPOCTPAHCTBE (MMPOCMOTP Telenepeauu, urenue, MaTepHeT).

4. Bo Bpems paboThl HEOOXOIMMO JenaTh mnepepblB Ha 5 — 10 MUHYT U1 CHATHS
(GU3M4YEeCKOro HANpPSKEHMSI U 3pUTEIbHOM Harpy3KH.

5. HeoOxoqumo 3Hath 3 — 4 ympaKHeHHMsS Ui CHATHUA 3PUTEIBHOIO HANpPSOKEHUS H
(hU3UYECKOM YCTaJIOCTH.

6. PaGoraTh B XOpOIIO MPOBETPEHHOM IOMEIIEHUH, MPH ONTUMAIBHOM OCBEIECHHUH U B
yIno0HO# mo3e.

7. He crouT 5ErKOMBICIEHHO OOpamarsCsi €O CHaM-MACbMaMH M 3aXOJIUTh Ha
HeOe3omacHble BeO-calThl. [|Jisi HHTEpPHET-TIPECTYITHUKOB Bbl CTAHOBHUTECH JIETKOW JTOOBIYCH.



8. Ilpu perucTpanuu B COLMANBHBIX CETSIX, HE YKa3bIBailTe CBOM NEpCOHAJIbHbIC JAaHHBIE,
HaIpuMep: aipec UM JAeHb POXKICHMUS.

9. He ucnonb3yiiTe B JTIOTMHE WM NapoJjie NEPCOHAIbHBIC TaHHbIE.

10. Bce 3TO mO3BOJIIET MHTEPHET-NPECTYNIHUKAM IIOJYYHUTh JAaHHBIE JOCTyNa K
aKKayHTaM 3JIEKTPOHHOM MOYTHI, a Takxke HHPuuupoBaTh AoMamiHue [1IK amns BxitoueHus ux B
00T-ceTh WM JIsl MOXUILEHUS] OAHKOBCKUX JaHHBIX POJUTENIEH.

11. Co3paiite coOCTBEHHBIH NpoPUIL Ha KOMIbIOTEpPE, 4YTOOBI 00€30IacUTh
MH(OPMAIINIO, XPaHALIYIOCS Ha HEM.
12. He 3a0sbiBaiite, uTo (hakThl, O KOTOPHIX Bbl y3HaeTe B VMIHTepHETe, HYKHO OYEHb

XOpOIIO MpPOBEPUTh, €CJIM BHIOYAETE HCHOJIB30BaTh MX B CBOEW JoMamiHeidl pabore.
[lenecooOpa3Ho CpaBHUTH TPU HUCTOYHUKA HHPOPMAIUH, NPEKIAE YEM PEIIUTh, KaKUM
HMCTOYHUKAM MOXKHO JIOBEPSITh.

13. O noctoBepHOCTH HH(OpPMAIMK, TOMEIICHHONW Ha caiiTe MOXHO CYAUTh IO
caMOMYy CaiTy, y3HaB 00 aBTOpax caiita.

14. Pasmemas uHdpopmaiuio o cebe, cBOMX ONM3KUX W 3HAKOMBIX Ha CTpaHUIAX
COIMAJILHBIX CETCeH, CIPOCHTE TMPEABAPUTEIIBHO pa3pelieHue y TeX, O KoM Oyaer 3Ta
uHpOpMaLH.

15. He crneagyer pasmemars Ha cTpaHuIlax BeO-caiiToB cBou (ororpadum u
¢doTorpadun cBOMX OIM3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM ITOTOM MOXET OBITh CTBIIHO.

16. CobOmromaiiTe mpaBwia OJTUKM TIpu  oOmeHun B VHTepHere: TpydOCTH
MIPOBOIUPYET IPYTUX HA TAKOE KE MMOBEJCHHE.

17. Hcrnonw3ys B cBOEH paboTe Marepual, B3sThI W3 HHPOPMAIIMOHHOTO HCTOYHUKA
(kHUTA, IepHOUYecKas TeuaTh, IHTepHET), CIeyeT yKa3aTh 3TOT HCTOYHUK HHPOPMAITUH W
cZeNlaTh Ha HEro CCBhUIKY, €CIIM MaTepual ObLI BaMH 1epepadoTaH.



